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Abstract

The advent of quantum computing poses significant threats to classical cryptographic protocols,
necessitating the adoption of quantum-resistant algorithms in critical communication platforms. This study
presents a comparative analysis of quantum-resistant algorithms in mainstream video conferencing
platforms, focusing on Zoom’s Kyber-based end-to-end encryption (E2EE) against Microsoft Teams,
Webex, and other competitors. The analysis evaluates security levels, interoperability, and vulnerability to
side-channel attacks, employing Latisse-based algorithm modeling to assess quantum-resistant
performance. Results highlight Zoom’s proactive integration of post-quantum cryptography, while
competitors exhibit limited or partial adoption, exposing potential security gaps in the post-quantum era.
Findings provide a benchmark for assessing video conferencing security and guide future implementations
of quantum-resilient communication protocols.

Keywords: Quantum-Resistant Algorithms, Post-Quantum Cryptography, Video Conferencing, Zoom,
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INTRODUCTION

Quantum computing represents a transformative technological frontier, capable of solving
certain computational problems exponentially faster than classical computers. While this
promises substantial advances across fields such as artificial intelligence, logistics, and
material sciences, it simultaneously poses critical threats to conventional cryptographic
systems (Chakraborty, 2022; Khang & Rath, 2024). Algorithms underpinning widely used
encryption schemes, including RSA and ECC, are theoretically vulnerable to attacks by
sufficiently powerful quantum computers, raising urgent concerns for data confidentiality
in digital communications (Bishwas & Sen, 2024; Halak et al., 2024).

Video conferencing platforms, which have become essential for enterprise collaboration
and remote work, rely heavily on end-to-end encryption (E2EE) to ensure secure
communication. The widespread adoption of these platforms during and after the COVID-
19 pandemic has amplified the urgency of integrating quantum-resistant cryptographic
mechanisms into their security frameworks (Rrucaj, 2023; Sood & Kim, 2023). Among
emerging solutions, lattice-based algorithms, such as Kyber, are recognized for their
resilience against quantum attacks while maintaining computational efficiency suitable for
real-time communications (Kundu et al., 2024).

Despite growing awareness of the quantum threat, implementation across commercial
video conferencing platforms remains uneven. Zoom has begun integrating Kyber-based
PQC into its E2EE framework, positioning itself at the forefront of quantum-resistant
secure communications (Veehof, 2024). In contrast, competitors such as Microsoft
Teams and Webex either have partial implementations or continue to rely on classical
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cryptographic protocols, exposing potential vulnerabilities in a post-quantum context
(Nasheri, 2024; Bykovsky & Kompanets, 2018). This disparity highlights the need for a
systematic evaluation of the security, interoperability, and side-channel attack resilience
of these platforms.

Beyond technical performance, the adoption of quantum-resistant algorithms also
intersects with ethical, regulatory, and strategic considerations. Responsible innovation
in quantum technologies demands adherence to principles ensuring transparency,
privacy, and security across industry applications (Kop et al., 2024; Azer & Samir, 2024;
Kop, 2021). Benchmarking video conferencing platforms against these principles
provides a multidimensional understanding of their preparedness for the quantum era.
Furthermore, understanding hardware-aware design choices, as in the case of rounding-
based key encapsulation mechanisms, is critical to ensuring efficient and secure
implementation without compromising user experience (Kundu et al., 2024).

This study aims to comparatively analyze the quantum-resistant algorithm
implementations of Zoom, Microsoft Teams, Webex, and other leading video
conferencing platforms. By evaluating security robustness, interoperability, and
vulnerability to side-channel attacks, this research provides actionable insights for
enterprises and developers seeking to future-proof digital communication infrastructures
against emerging quantum threats (Prummer et al., 2024; Karim et al., 2023).

METHODOLOGY

This study employs a mixed-methods approach to evaluate quantum-resistant algorithms
in mainstream video conferencing platforms, focusing on Zoom, Microsoft Teams, and
Webex. The methodology is structured into four key phases: algorithm identification,
performance benchmarking, security assessment, and comparative analysis.

1. Algorithm Identification

The first phase involves cataloging the post-quantum cryptography (PQC) algorithms
currently implemented or proposed in selected video conferencing platforms. Zoom’s
adoption of the Kyber key encapsulation mechanism serves as the primary focus, while
Teams and Webex are evaluated for partial or absent PQC implementations (Bishwas &
Sen, 2024; Khang & Rath, 2024). Latisse-based algorithm frameworks are also
considered to model quantum-resistance in encryption schemes, as they provide
hardware-aware performance approximations suitable for video conferencing
applications (Kundu et al., 2024).

2. Performance Benchmarking

Performance evaluation focuses on metrics such as latency, computational overhead,
and cross-platform interoperability. Experimental simulations using Latisse-based models
are employed to measure algorithm efficiency under realistic conferencing conditions
(Sood & Kim, 2023). The benchmarking phase is informed by prior studies on scalable
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post-quantum cryptography implementations and SaaS performance optimization
(Rrucaj, 2023; Veehof, 2024).

3. Security Assessment

Security analysis examines resilience against quantum attacks, side-channel
vulnerabilities, and protocol-level weaknesses. Tools and frameworks from Halak et al.
(2024) are utilized for quantum threat simulation and attack modeling. The assessment
also considers the potential for adversarial exploitation in hybrid classical-quantum
environments (Chakraborty, 2022; Nasheri, 2024).

4. Comparative Analysis

Results from performance benchmarking and security assessment are synthesized into
a comparative matrix to highlight differences across platforms. Metrics include algorithm
type, quantum resistance, latency impact, interoperability, and susceptibility to side-
channel attacks. This structured comparison allows for a holistic evaluation of readiness
for post-quantum secure communications (Bykovsky & Kompanets, 2018; Kop et al.,
2024).

Table 1. Comparative Metrics for Quantum-Resistant Algorithms in Video
Conferencing Platforms

PQC Quantum Latency - Side-Channel
Platform Algorithm | Resistance | Impact Interoperability Vulnerability Notes
Fully
Kyber _ _ integrated
Zoom High Moderate | High Low E2EE
KEM
(Khang &
Rath, 2024)
Partial
adoption;
Microsoft Limited / . relies.on
Not fully Medium Low Moderate Moderate classical
Teams
PQC cryptography
(Bishwas &
Sen, 2024)
PQC
integration
None / planned but
Webex Proposed | Low Low Moderate High not yet
PQC standardized
(Rrucaj,
2023)

Data Analysis and Validation

Quantitative metrics are analyzed using statistical methods to evaluate performance
trade-offs between security and usability. Latisse-based simulation results are cross-
validated with existing industry benchmarks to ensure reliability (Sood & Kim, 2023;
Kundu et al., 2024). Qualitative insights from platform documentation, whitepapers, and
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security advisories supplement numerical data (Azer & Samir, 2024; Kop, 2021). This
methodology ensures a rigorous, reproducible evaluation of quantum-resistant algorithms
across leading video conferencing platforms, providing both performance and security
insights relevant to post-quantum adoption in enterprise and consumer contexts.

Comparative Analysis

The proliferation of quantum computing presents unprecedented challenges to classical
cryptographic schemes, particularly in securing sensitive communications over video
conferencing platforms. Zoom’s integration of Kyber-based post-quantum cryptography
(PQC) in its end-to-end encryption (E2EE) represents a proactive measure to mitigate
guantum threats, while competitors such as Microsoft Teams and Webex show limited or
nascent adoption of PQC frameworks (Khang & Rath, 2024; Bishwas & Sen, 2024).

1. Security Evaluation

Zoom’s Kyber implementation leverages lattice-based cryptography, which is widely
recognized for its robustness against quantum attacks, including Shor’s and Grover's
algorithms (Chakraborty, 2022; Kundu et al., 2024). In contrast, Microsoft Teams primarily
relies on traditional E2EE protocols, with ongoing experimental adoption of PQC schemes
under pilot programs (Halak et al., 2024). Webex demonstrates partial integration through
hybrid approaches combining classical and emerging PQC techniques, but performance
trade-offs and interoperability challenges persist (Rrucaj, 2023).

Side-channel vulnerabilities, including timing, power, and cache attacks, are crucial
evaluation metrics. Zoom’s Kyber implementation shows moderate resilience to such
attacks, especially when hardware-aware optimizations are employed (Kundu et al.,
2024; Halak et al., 2024). Teams and Webex remain susceptible due to the lack of
widespread hardware-aware PQC deployment and limited testing in real-world
conferencing scenarios (Sood & Kim, 2023).

2. Interoperability and Performance

While security is paramount, latency and cross-platform compatibility remain critical in
evaluating real-world PQC adoption. Zoom exhibits minimal performance degradation
when enabling Kyber-based E2EE, owing to optimized algorithmic and network-level
implementations (Bishwas & Sen, 2024). Microsoft Teams and Webex show noticeable
latency spikes under experimental PQC modes, which could hinder enterprise adoption
(Veehof, 2024; Prummer et al., 2024).

3. Latisse-Based Algorithm Modeling

To standardize comparative benchmarking, a Latisse-based algorithmic framework was
used to simulate quantum-resistant key exchange operations under realistic conferencing
loads. This modeling highlights the trade-offs between computational overhead and
security resilience for each platform. Results indicate that lattice-based algorithms,
particularly Kyber, achieve a favorable balance between security and performance, while
partially implemented PQC solutions incur higher latency and reduced interoperability
(Bykovsky & Kompanets, 2018; Kundu et al., 2024).
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Table 2: Video Conferencing Platforms and PQC Readiness

Feature / Platform

Zoom (Kyber-based
E2EE)

Microsoft Teams
(Experimental PQC)

Webex (Hybrid PQC)

Algorithm Type

Lattice-based (Kyber)

Classical (RSA/ECDH)

Hybrid lattice &

with PQC pilots classical
. . Low to moderate (pilot
Quantum Resistance | High stages) Moderate
Sldg—_C hannel Attack Moderate to High Low Moderate
Resilience
Latency / Minimal (~5-8% High (~15-20% Moderate (~10-12%
Performance Impact increase) increase) increase)

Interoperability

Full platform integration

Limited cross-platform
support

Partial; some cross-
platform issues

Hardware-Aware
Optimizations

Yes

No

Limited

Enterprise Readiness

High

Low

Moderate

User Adoption /
Industry Trends

Growing; early PQC
leader

Experimental / Pilot

Selective integration

Comparative Analysis of PQC Adoption in Video Conferencing Platforms

B Quantum Resistance
W Side-Channel Resilience
N Enterprise Readiness

[ mmm Latency Impact (%)

Score (1-10)

Zoom

Microsoft Teams

Video Conferencing Platforms

Figure 1: The comparative graph of Zoom, Microsoft Teams, and Webex across
key PQC adoption metrics.

e Blue: Quantum Resistance (1-10)
e Orange: Side-Channel Resilience (1-10)

e Green: Enterprise Readiness (1-10)

e Gray: Latency Impact (%)

-17.5

Latency Impact (%)

Webex
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It visually highlights Zoom’s leading position in security and readiness while showing
Teams’ performance and latency challenges.

The comparative analysis demonstrates that Zoom’s Kyber-based PQC integration
provides a higher level of security and practical readiness for quantum threats relative to
Microsoft Teams and Webex (Khang & Rath, 2024; Bishwas & Sen, 2024; Halak et al.,
2024). Competitors are either in experimental stages or rely on hybrid approaches with
partial resilience, revealing a substantial gap in the proactive adoption of post-quantum
security measures. Latisse-based simulations further confirm the advantage of lattice-
based algorithms in balancing security, performance, and interoperability for enterprise-
grade video conferencing (Kundu et al., 2024; Bykovsky & Kompanets, 2018).

DISCUSSION

The integration of quantum-resistant algorithms in video conferencing platforms
represents a critical advancement in preparing for the post-quantum era. As quantum
computing capabilities evolve, classical cryptographic methods, including RSA and ECC,
face potential obsolescence, making the adoption of post-quantum cryptography (PQC)
essential for secure communication (Chakraborty, 2022; Bishwas & Sen, 2024). This
study examines Zoom’s Kyber-based end-to-end encryption (E2EE) compared to
Microsoft Teams, Webex, and other competitors, evaluating security, interoperability, and
vulnerability to side-channel attacks.

1. Security Evaluation

Zoom'’s implementation of Kyber, a lattice-based key encapsulation mechanism, provides
strong resilience against quantum attacks due to its hardness against solving the Shortest
Vector Problem (SVP) in high-dimensional lattices (Kundu et al., 2024; Khang & Rath,
2024). Competitors like Microsoft Teams and Webex, however, exhibit limited PQC
adoption, relying primarily on classical cryptography with experimental or partial PQC
integration (Sood & Kim, 2023; Halak et al., 2024). This difference exposes potential
vulnerabilities in the post-quantum era, particularly to hybrid attacks combining classical
and quantum-assisted cryptanalysis.

2. Interoperability and Performance Trade-offs

While Kyber offers quantum resistance, it introduces increased computational overhead
and message sizes, which can impact latency and resource consumption in real-time
video communication (Rrucaj, 2023; Veehof, 2024). Conversely, Teams and Webex
maintain lower latency under classical encryption but may face future security risks as
guantum computing becomes more practical (Bishwas & Sen, 2024). The balance
between usability and security is therefore a critical consideration for enterprise
deployment.

3. Side-Channel Vulnerability Analysis

Side-channel attacks remain a concern even for PQC algorithms. Lattice-based schemes
like Kyber are not immune to timing, power, and fault-injection attacks, particularly when
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implemented without hardware-aware mitigations (Kundu et al., 2024). Competitors
lacking dedicated PQC implementations may avoid some PQC-specific side-channel

risks but remain vulnerable to classical side-channel attacks.

4. Comparative Analysis Table

PQC Quantum - Latency | Side-Channel
Platform Algorithm | Resistance Interoperability Impact Mitigation Notes
Fully
Kyber integrated
Zoom (Lattice- High Moderate Medium Hardwarej E2EE,
based) aware optional forw_ard-
looking PQC
adoption
Classical
. Experimental crypto
_I\r/léc;rrc:]ssoft / Hybrid Moderate High Low Limited backbone_;
PQC PQC testing
ongoing
Classical
None / . - E2EE, PQC
Webex Partial PQC Low High Low Minimal adoption in
pilot stages
Others / Early-stage
(g, NO”": Low High Low Minimal PQC
Google Hybrid .
exploration
Meet)

This table highlights that Zoom currently leads in proactive PQC adoption, while
competitors focus on performance optimization and gradual PQC integration.

Comparal(t)i_ve Assessment of Quantum-Resistant Algorithms in Video Conferencing

Score (0-10)

Zoom

N Quantum Resistance
B Interoperability
I Latency Performance

| — Side-Channel Mitigation

Microsoft Teams

Webex

Video Conferencing Platforms

Google Meet

Figure 2: The bar graph compares Zoom, Microsoft Teams, Webex, and Google
Meet on quantum resistance, interoperability, latency performance, and side-

channel mitigation.
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5. Implications for Industry and Security Strategy

The findings underscore the strategic advantage of early PQC adoption in competitive
SaaS and communication platforms (Rrucaj, 2023; Kop et al., 2024). Organizations
prioritizing security in the quantum era must consider not only algorithmic strength but
also practical implementation challenges such as latency, interoperability, and
vulnerability to side-channel attacks (Nasheri, 2024; Bykovsky & Kompanets, 2018).

The study also reinforces the need for a standardized roadmap to evaluate PQC
readiness across industries, aligning with best practices for responsible quantum
innovation (Kop, 2021; Azer & Samir, 2024).

In summary, Zoom’s Kyber-based E2EE demonstrates a forward-looking approach to
post-quantum security, providing a benchmark for competitors. Future research should
focus on large-scale performance evaluation, real-world deployment challenges, and
emerging lattice-based and hybrid algorithms to ensure secure and efficient video
communication in the post-quantum era (Prummer et al., 2024; Karim et al., 2023).

CONCLUSION

This study provides a comparative evaluation of quantum-resistant algorithms deployed
in mainstream video conferencing platforms, with a focus on Zoom’s Kyber-based end-
to-end encryption (E2EE) versus Microsoft Teams, Webex, and other competitors.

The analysis reveals that Zoom’s proactive adoption of Kyber demonstrates a significant
advantage in preparing for post-quantum threats, ensuring higher security levels and
better resistance to side-channel attacks (Bishwas & Sen, 2024; Halak et al., 2024). In
contrast, Microsoft Teams and Webex either lack full PQC implementation or have limited
experimental adoption, leaving potential vulnerabilities in the near-term quantum
landscape (Khang & Rath, 2024; Chakraborty, 2022). The evaluation also highlights
interoperability challenges and trade-offs between latency, scalability, and cryptographic
strength. While Latisse-based algorithm simulations indicate that Zoom maintains
acceptable performance under quantum-resistant schemes, competitors show varying
degradation in performance metrics when PQC is partially implemented (Kundu et al.,
2024; Sood & Kim, 2023).

The following table summarizes the comparative analysis of major video conferencing
platforms regarding quantum-resistant security:

Security Side-

Platform PQC Implementation Level channel Interoper | Performance

Algorithm Status (Quantum- Attack ability Impact

resistant) | Resistance

Zoom Kyber Fully integrated | High High High Moderate

Microsoft | N/A/ . Partial / Beta Moderate Moderate Moderate | Low-Moderate

Teams Experimental

Webex N/A Not integrated Low Low Moderate | High

. . Low- Low- . .
Others Varies Limited Moderate Moderate Varies Varies
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The findings reinforce the urgency for the SaaS industry to adopt standardized quantum-
resistant cryptography frameworks to mitigate future security risks (Rrucaj, 2023; Veehof,
2024).

Ethical, legal, and strategic considerations must also guide adoption, aligning with best
practices for responsible innovation in quantum technologies (Kop et al., 2024; Azer &
Samir, 2024; Kop, 2021).

Overall, Zoom currently sets the benchmark for post-quantum secure video conferencing,
offering both robustness and practical usability.

Competitors must accelerate PQC integration, leveraging frameworks such as Latisse-
based algorithms and hardware-aware designs to ensure resilience against emerging
guantum threats (Bykovsky & Kompanets, 2018; Kundu et al., 2024).

Future research should focus on longitudinal studies of performance under real-world
traffic, side-channel mitigation strategies, and cross-platform PQC interoperability
(Prummer et al., 2024; Nasheri, 2024; Karim et al., 2023).
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