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Abstract 

Cybersecurity has taken on a wider role, especially in the present era due to an increase in high-risk cyber-
attacks. The greatest objective of adapting to cybersecurity is only to protect organizations and users in 
possible environments like networks, devices, software, etc. Multiple information security policy 
compliances were created to keep cyber-attacks at bay. Several IT security standards are available at 
present in different sectors like healthcare, education, and various industries. The aim behind this 
Systematic Literature Review (SLR) is to analyze the optimistic model of IT security policy compliance from 
an educational perspective. This research’s main objective is to find the number of papers published in past 
years on IT security standards. We have several IT security policy compliance models like COBIT, ISO/IEC 
27001, ITIL, NIST, SAS 70, CMMI, etc. In all, 593 articles were stored in the database, out of which 143 
were valid articles related to IT security policy standards, whereas others were duplicates. From the count 
of 143, the full-text open access articles were 63, which were used further to build the SLR. Prior to the 
research, the SLR captures a detailed comparison of the NIST, ISO 27001and COBIT IT security policy 
models using particularly PRISMA check methodology in higher education institutions to reduce the risk of 
cyberattacks. To drive deeper research over SLR, multiple publications had been referred to like IEEE, 
Scopus, ScienceDirect, etc. Additionally, some key points are discussed that analyze the scope, 
mechanism, and technology used in the respective models. In addition, a brief introduction to various types 
of IT Security Policy Compliance, such as ISO 270001, NIST, and COBIT, is provided in this SLR. In the 
result section, based on the maintained database that contains the number of published papers and 
corresponding year, a scatter plot is drawn. The plot helps to get more clarity about the analysis done for 
IT security policy compliance models preferred by the higher education institutions in the past years. 
Further, future research can be done into IT security policy compliance that will act as a turning point for all 
the researchers in higher education sectors.  

Keywords: Cybersecurity, Information Security Policy Compliance in Higher Education, Cybersecurity 
model, NIST cybersecurity model for education.   
 

1. Introduction 

The need for cybersecurity is aroused by the term "cybercrime." Cybercrimes are done 
by computer experts as another way to threaten higher education institutions, 
organizations, etc. A group of activities are involved in cybercrime, like network 
disruptions, getting access to private networks, hacking bank accounts and transferring 
the accounts to their own accounts, gathering confidential information from several 
organizations, and exploiting them [1,2,3]. To stop these mishaps, cybersecurity came 
into the picture with the aim of protecting software, networks, systems, etc. Even higher 
education institutions and organizations have implemented IT security policy compliance 
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on a priority note. Earlier, IT security policy compliance was not given much attention due 
to the minor set of activities going across institutions and organizations[3,4,5]. But now, 
at this time, the requirement to handle information security management has increased 
to a wider extent. Hence, organizations as well as higher education institutions are 
thinking of hiring a team of IT security professionals who can focus in particular on 
protecting students' personal data [6,7,8] . Due to such importance, higher education 
institutions have decided to maintain integrity and confidentiality via setting up an 
information security management [9,10]. By adapting Information Security Policy 
compliance, schools and institutions are expressing their assurance to protect students' 
data.  

Several information security policy compliance models are available today, and it is 
difficult to understand which will be the most suitable structure to define information 
security policy [11,12]. Hence, a certain level of information security policy compliance 
development is needed. An Information Security Policy Compliance is defined as a high-
level formal statement that incorporates the safety of institutional resources or any 
information. It is also used for defining a set of actions against an institutional course. 
These policies must have the institution’s goals, beliefs, and objectives clearly defined 
from an information security perspective [13,14,15]. There is a set of criteria for IT security 
policy compliance that must be effective to deal with cyber-attacks. These are mentioned 
as it Requires Consent which means it is compulsory for the intended audience. Defined 
policies must be implementable. Be payable which means if failed to comply then strict 
action must be taken. Must be easy to understand and explainable in brief [16,17,18]. 

Information security policy compliance must also take into account the following points: 
Design the procedures and standard structures that are to be followed. Mention the 
reason for the need for an IT security policy. To focus mainly on acceptable inputs and 
outputs, define roles and assign responsibilities. A proper management team to oversee 
compliance with information security policies [19,20,21]. Also, a concern raised by higher 
education institutions indicates the lack of understanding about these Information Security 
Policy models. Hence, this SLR contains the difference between the above-mentioned 
models. 

Maintaining the confidentiality and integrity of employee and student personal data is a 
challenge for higher education institutions. To overcome this challenge, the best way to 
adapt is to information security policy compliance. Certain management teams are 
required in each institution to link up and understand the information security policy 
compliance. Also, the management must be aware of various information security models 
and their pros and cons.  

It is difficult to choose the correct model without any assurance about which policy model 
works best for the institution? Hence, this SLR is a unique contribution to provide clarity 
about various information security policy models and their comparison so that it will be 
feasible for educational institutions to consider any information security policy model that 
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is best in use. Initially, the various information security policy models like ISO 270001, 
NIST, and COBIT are defined in detail, and later on, the comparison between ISO 
270001, NIST, and COBIT is shown to analyze and select the best one. 

2. Objectives 

The aim for this paper is to understand and explain various IT security policy compliance 
models for higher education institutions. The SLR takes through a road map by defining 
certain research questions to get more clarity.  
 
3. Research Questions 

The questions determined by the study included the following: 

1. What are the various Information Security Policy models suitable for higher 
education institutions? 

2. How to select the best model from an education perspective? 

3. What are the additional ways that can help educational institutions data security 
administrators to improve the data confidentiality? 

 
4. Purpose of the Study 

The purpose behind representing the Systematic Literature Review (SLR) of research is 
to find the best-fit information security policy compliance model for higher education 
institutions. Specifically, the SLR has been presented based on certain parameters 
obtained during the analysis. The consideration of these parameters was done by using 
the PRISMA guidelines. As per PRISMA, inclusion and exclusion criteria are set to pick 
the best information security policy model; each model is explained along with the 
research questions. 

 
5. Methodology 

Preferred Reporting Items for Systematic Reviews and Meta-Analyses is abbreviated as 
PRISMA. This technique guides better for gathering systematic reviews. It holds a set of 
records identified following the inclusion and exclusion criteria. The Prisma Flow Diagram 
explains the total number of articles researched. Furthermore, the duplicate records were 
deleted from the database. Also, the exclusions were made concerning the criteria to filter 
out the data by the year. The flow diagram takes us through various phases of SLR. 
These different phases map the systematic review as identifiable records, exclusion, 
inclusion, and the reason for exclusion [21]. 

 
6. Data Sources:  

The study presents a systematic literature review on IT security Policy Compliance 
models using PRISMA Methodology.  The researchers had put their efforts to search 
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relevant pieces of articles or published papers related to IT security standards from IEEE, 
Springer Nature, Elsevier, Scopus, etc. Based on the parameters like Cybersecurity policy 
models, IT security standards, ISO 27001, NIST Model, COBIT IT security standards, its 
limitations are evident mapping with the list of references from year 2012 to 2022. The 
researchers had kept a quiet observation on the title and abstract of research papers 
based on IT security Policy Compliance standards from 2012 to 2022. 

The present SLR is based on the "Information Security Policy Compliance Model for 
Higher Education Institutions." Moving forward for this research, multiple searches have 
taken place that involve various conference journals, research articles, published papers, 
blogs published on various sites, and so on. Data collection is the key step to be followed 
before beginning with SLR[22,23]. Hence, to begin with SLR, a valid data source is 
mandatory to ensure the research is worthwhile. In this Systematic Literature Review, the 
references of the following number of research papers are mentioned in table format 
along with the year of publication. 

 
7. Inclusion and Exclusion Criteria: 

In this SLR, the main concern is to capture different IT security policy compliance models 
that higher education institutions can apply to lower the risk of cyber-attacks. Overall, the 
research papers that contain various IT security policy compliance models from an 
educational perspective are importantly considered in this SLR [24,25]. A list of articles is 
cited, and multiple references are added, but only those articles are considered that are 
published in conference journals like Scorpius, ScienceDirect, ResearchGate. Journals 
that are less than ten years old are not included in this SLR. Only the journals from an 
educational perspective that hold on to various IT security policy models are filtered out. 
In this entire research, various tables are mentioned that hold the number of published 
papers related to the IT security policy model[26,15]. The research papers which had 
information subject to health were excluded from SLR. Also, the records are mainly 
focused on COBIT, ISO 27001 and NIST IT security model. The records present in the 
database hold the papers that are focused on the above-mentioned IT security models.  
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Figure 1: PRISMA Flowchart for Article Screening using Prisma Generator 
 
8. Study Selection and Data Extraction  

Depending upon PRISMA Methodology, a restricted model is prepared that undergoes 
screening to identify articles that must be included or excluded. Once the screening 
process is achieved, further the researchers can put this information into a tabular format 
to get a clear view. Table 1, 2, and 3 combines information, statements about various IT 
security policy compliance models, and the comparison too. 

 
9. Result  

The below figures 1 and 2 represents the flow chart of various research papers published 
at different conferences. The flowchart begins with different conference journals starting 
from 2012 till 2022, further the one which is cited and is non-duplicated. Moving ahead, 
the above criteria is followed and the articles with no mentioned IT security policy models 
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are excluded. Out of 592 articles, only 63 articles were considered that had research 
content about IT security policy compliance models.  

 

 

Figure 2: Data Source and Extraction 

The figure 3 and table 1 under this section captures the relevant data that grants a clear 
analytical view of the number of papers published between 2012 to 2022. In the Web of 
Science Database engine, we used the keyword “IT security standards in Higher 
Education”. We found a count of 592 articles. Based on the initial screening process 
where titles and abstract were preferred, a count of 143 articles was finalized. In this SLR, 
as the researchers consider only full text open access articles, hence on review only 63 
articles were considered that represents some relevance towards IT security standard 
policy compliance models. At the end, those 63 articles were selected ranging from 2012 
to 2020 which contains strong evidence for various IT security standard models like ISO 
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27001, COBIT, NIST model, cyberattacks in education institutions, limitations and future 
research enhancements in IT security policy compliance standards. 

 

Table 1: Number of articles published in past years on IT Security Policy 
Compliance 

Year of Publication No of articles published 

2012 2 

2013 4 

2014 3 

2015 5 

2016 2 

2017 3 

2018 7 

2019 8 

2020 7 

2021 17 

2022 5 
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Figure 3: No of Articles published following the years under various IT security 
Standards 

 

10. Findings 

Based on the research questions, certain outcomes are presented in this section. As per 
the Prisma Methodology, the final dataset has 63 articles, referring the same all the 
research questions are answered in tabular format. 

First question:  

There are various Information Security Policy models available in the current era to 
protect the higher education institutions from any cyberattack or threat. The popular IT 
security standards are COBIT, ISO/IEC 27001, ITIL, NIST, SAS 70, and CMMI. Which 
support the management to stay safe from cyberthreats. Out of these many IT security 
policy models, researchers have considered ISO 27001, NIST and COBIT as these 
models demonstrates certification to a particular organization. The major reason to focus 
on only ISO27001, COBIT, and NIST is to get the lower risk that can corrupt or attack 
sensitive data in a business, organization, and school.[27,28,29]. The best-practiced 
frameworks against cyberattacks are ISO 27001, COBIT, NIST, and ITIL as they have 
efficient and best guidelines to control cyberattacks and grant cybersecurity 
[30,31,32].  Hence NIST IT security model is efficient to deal with cyberattacks and is 
majorly focused on information security but lacks in boosting the overall IT security 
compliance model. On the other hand, ISO 27001 holds the power to identify the lapses 
and manage them. On a real-time basis, it’s difficult for the IT team to take an effort 
against cyberattacks, hence ISO 27001 information security policy compliance model 
takes an initiative to manage Cyberattacks. Whereas COBIT allows the business 
organization, higher education to focus on policies, innovation, and risk management 
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policies that can lower the risk of cybersecurity [33, 34 ,35]. The leftover other IT security 
policy compliance models are neglected as they are not playing a major role in controlling 
the risk [36],28,37] . Table 2 shows the various IT security standards filtered to only 
consideration of three IT security policy compliance models. The models were filtered 
through various criteria like trusted access, change management, business continuity. 

 

Table2: Various IT security Policy Compliance Standards available 

 
 
 

Trusted 
Access 

Change 
Management 

Business 
Continuity 
and 
Availability 

Operation 
Monitoring 
and 
Report 

Records 
Managem
ent 

Audit and Risk 
Management 

Operational 
Transparency 

Segregation 
Of Duties 

Operational 
Control 

Joint EU 
Framework 
(ISO/IEC 
27001:2005, ITIL 
and COBIT) 

× × × × × × × * * 

COBIT × × × × × × * × * 

ISO/IEC 
27001:2005 

× * × × × × × × * 

ITIL * × × × × × * * * 

BSI IT-
Grundschutz 
Methodology 

× × × × × × × * × 

Capability 
Maturity Model 
Integration 
(CMMI) 

× × × × × * * * * 

ISF Standard of 
Good Practice 
(SoGP) 

× × × × * * × * * 

GAIT and GAISP × * * * * × × * * 

NIST * * * * × × * × * 

COSO and 
Turnbull 
Guidance 

× * * × × × × × × 

SAS 70 * × × × * × * × × 

 

where:  

(X) Denotes the model may be used to measure the control requirement. 

(*) Denotes the model does not express a metric used to measure the control 
requirement. 
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1) International Organization for Standardization (ISO 27001) Information Security 
Policy model 

ISO 27001 information Security Policy is one of the well-renowned and standard sets of 
information security management systems. Multiple organizations as well as other 
industries had adopted ISO 27001 and implemented it widely. Why do organizations need 
ISO 27001? As organizations need to gain trust about the information security 
management, hence having ISO 27001 supports the organization to take care of 
information breaches [6 ,38].  

Table 3: Definition of ISO 27001 

References Definition of ISO 27001 

 
[39],[40],[41],[42] 

To define ISO 27001 in terms of IT security policy 
compliance, it is a systematic approach that organizations, 
as well as higher education institutions, accept to secure the 
personal data, process, and technology. ISO 27001 
certification demonstrates the organization that is aligned 
with security. 

 
[39],[40],[41],[42] 

It is a model that involves continuous improvement in any 
organization moving from various stages like establish, 
implement, operate, maintain, and review 

 
[39],[40],[41],[42] 

ISO 27001 defines methods and practices of implementing 
information security in organizations with detailed steps on 
how these are implemented. They aim to provide reliable 
and secure communication and data exchange in 
organizations. Also, it stresses on a risk approach to 
accomplishing its objectives 

 
[39],[40],[41],[42] 

This standard dives deep into ways to implement its sub 
objectives. This puts managers who are looking for 
clarifications on implementation, at an advantage. However, 
it fails to achieve the goal of integrating into a larger system. 
It is standalone in its nature and does not work as a 
complete ISM solution. 
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Table 4: ISO 27001 Requirements 

References ISO 27001 three major requirements 

 
[39],[40],[41],[42] 

● Systematic Examination: To identify the information 
security risks, vulnerabilities, and impact over it.  

● To design and implement a coherent and 
comprehensive bulk of information security risk so 
that the risks are transferred to address the deemed 
one. 

● To adopt a proper management procedure for 
ensuring that information security controls the 
integrity and requirements of the ISO organization. 

 

The above table 3 and table 4 represents the data which contains a set of definitions for 
ISO 27001 commenced by the various authors. The next table holds three major 
requirements that help the higher education institutions to identify vulnerabilities and 
examine risk. The next is to design and implement models so that it is addressable. And 
the end is to set up proper management to get a security about the integrity of the 
institution. The procedure to get ISO 27001 Certification is illustrated in the below figure4 

From the above findings, the clear steps that are required for an ISO 27001 certification 
are presented. These steps will help higher education institutions take over the ISO 27001 
certification. 

Figure 4: Steps to Certification in ISO 27001[43] 
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2) National Institute of Standard and Technology (NIST) 

The National Institute of Standards and Technology (NIST) is an IT security policy 
compliance model that provides specific guidelines, standards, and practices for dealing 
with risks and reducing them to a much greater extent [44]. The NIST model is not only 
designed to handle cybersecurity risks, but also to manage cybersecurity communications 
held within internal and external organizations and even stakeholders [44]. From a higher 
education institution's perspective, there can be different threats, different risks, attacks 
arising every moment, hence, to safeguard this risk the better way is to apply the model 
to get a positive outcome [45]. As shown in Figure 5 and Table 5, the NIST cybersecurity 
model undergoes a set of controls that assists the higher education institution to decide 
how this model can be prove effective [46]. 

Table 5: NIST Cybersecurity Policy Model controls [46] 

References NIST Cybersecurity Model’s Control 

[43],[44],[45],[46] 

Identify: To recognize what is to be managed. 
Protect: To define appropriate control for defining data. 
Detect: To Monitor process, monitor network 
continuously. 
Respond: To improve continually on response 
Recover: To Confirm resilience. 

 

 

 

Figure 5: NIST IT Security Policy Compliance model [47] 
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The above results show how the NIST IT security model controls go through different 
stages before being put into place to protect against cyberattacks.  

3) Control Objectives for Information and Related Technologies (COBIT) 

COBIT is a high-level IT governance and management model. It focuses on the broader 
decisions in IT management and does not dwell into technical details. It is a model of best 
practices in managing resources, infrastructure, processes, responsibilities, controls, etc. 
COBIT contains 34 IT processes, each with high-level control objectives (COs) and a set 
of detailed control objectives (DCOs) [48,49,50]. In total, there is a sum of 318 DCOs 
defined for these processes. It is a good solution when managers are looking for a model 
which serves as an integrated solution within itself, rather than having to be implemented 
along with other IT governance models. However, its biggest shortcoming is that it does 
not give “how to” guidelines to accomplish the control objectives. This is not preferred 
when the trust is on correct implementation of security Controls [51,52]. 

The answer to the first research question explains the three different IT security policy 
compliance standards in detail with respect to the procedure of following them in any 
educational institution [51]. The findings from the first RQ1, strongly highlight the reason 
behind selecting the three IT security policy compliance standards, which are ISO 27001, 
COBIT, and NIST models. Each IT security policy compliance model is explained well in 
this RQ along with particular definitions, the functionality of the model, and also about the 
outcome. The findings that we have achieved depict a strong word for the ISO 27001 IT 
security policy compliance model that is suitable for higher education institutions from a 
security perspective [51,52]. 

Second question:  

The second research question provides a better understanding about the three IT security 
policy compliance models like ISO 27001, NIST and COBIT. The comparison captures 
briefly the scope, structure, paradigm, organizational model, and focus. From the 
comparison below, the researchers got varied differences. The first difference is that ISO 
27001 IT security Policy model approaches standard guidelines and promised to provide 
a proper certification to respective organization [53,54]. The second difference is that 
NIST IT security policy model focused more on implementing the risk against 
cyberattacks in institution. The third difference is that COBIT IT security policy model is 
focused more on IT organizations, it is setup for the same as compared to higher 
education institutions.   
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Table 6: Comparison between ISO 27001, NIST, and COBIT IT Security Policy 
Compliance Models  

References Parameter ISO 27001 NIST COBIT 

[2],[3],[4] SCOPE 
Standalone guidance for 
security 

Optional guidelines, best-
practices and standards 
for implementing and 
improving cybersecurity 
programs. 

Complete IT governance 
of organization, including 
security planning. It is an 
integrated solution. 

 
[2],[3],[4],[10],[
11],[12],[13] 

STRUCTURE 

11 sections with 36 
objectives which are 
further divided into sub 
objectives 

Core is divided into 5 
functions, 22 categories 
and 98 subcategories, 4 
implementation tiers. 

34 IT processes grouped 
in 4 domains: Plan and 
organize, Acquire and 
Implement, Deliver and 
support, Monitor. 

[2],[3],[4],[10],[
11],[12],[13] 

PARADİGM Not specified 
Information security 
management system. 

Planning of IT Processes. 

[2],[3],[4],[10],[
11],[12],[13] 

ORGANİZATİ
ONAL MODEL 

All Stakeholders 
Management, IS 
departments. 

All stakeholders. 

[2],[3],[4],[10],[
11],[12],[13] 

FOCUS 
On guidelines and 
standards to reduce 
approach 

Implementation of 
security controls, stress 
on risk— management 
approach. 

Business orientation and 
IT governance in its 
entirety. 

 
From the above findings, a clear view is achieved that ISO 27001 is standalone guidance 
for security, whereas NIST has optional guidelines that need implementation, which is 
time-consuming, and COBIT has an integrated solution but from an IT governance 
perspective, and not from a higher education institution’s purpose. Hence, it is simply 
proven that ISO 27001 is the IT security policy compliance model to be implemented 
across higher education institutions. So, when all the possible situations are taken into 
account, it is said that ISO 27001 can be used perfectly as an IT security policy 
compliance model in higher education [55,56]. 

Third question:  

Apart from IT security Policy Compliance model, there are some other ways that 
education institutions can take care to safeguard the confidential data. 

1) Minimize Data Collection 

The first most thing that higher education institutions can do is to reduce the collection of 
student’s personal information. They can avoid storing it at one place. In this way, the risk 
of losing sensitive data will be due to some extent, and it will be easier even to grab control 
on it [57].  
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2) Encrypt Data at Rest 

Despite of purging unnecessary data or minimizing it, the best way is to encrypt the 
sensitive data like student’s and parent’s information, student’s medical record, etc. Here, 
the role of technology matters those who can manage the IT security policies. Higher 
education institutions must apply various Data Encryption techniques and then store it 
safely with respect to files [57]. 

3) Monitor User Activity over school networks 

There must be various users who have access to certain sensitive data, possibilities of 
data leakage are mostly through internal team. Hence, it is necessary to monitor the 
network continuously, to track or identity any suspicious activities. Multiple techniques are 
available like IDS firewall systems to trace the day-to-day activities [57].  

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Important Data from Higher Education Institution perspective[58] 

 

The third question shows the importance and measures the sensitivity of data that every 
higher education institution holds. Hence, the findings show that higher education 
institutions need to keep an eye on these cyberattacks and implement the best practices 
for cyberattack protection. As for any higher education institution to maintain Privacy, 
Security and Confidentiality are most important [59,60]. The above figure highlight what 
privacy contains like personal shared information, and what security includes the system 
that ensures confidentiality like training materials, modal, access, and staff information. 
All of these indicators, that how much it is important to maintain the IT security standards 
in higher education institutions [59,60].  
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11. Conclusion 

The IT security Standards gave higher education institutions a new ray of hope to fight 
against ongoing cyberattacks and threats. The IT security management team can now 
lower the risk of cyber threats and protect the educational institutions from higher risk. 
The above SLR consists of deep research content from various articles, blogs, research 
papers published in reputed conferences and journals. The research is customized, and 
its main focus is to find the better IT Security Policy Compliance model for Higher 
Education Institutions. Initially, three research questions were raised, that involved first to 
find out the various IT security Policy Compliance models present. Secondly, a short 
comparison is mentioned on these models that indicates most of the education institutions 
prefer ISO 27001 IT security Policy compliance model as it demonstrates multiple benefits 
and pointing majorly for providing certification. NIST IT security policy compliance model 
has five different controls that initiates proper guidance to higher education institutions 
against cyber threats. COBIT is another IT security Policy Compliance model that 
undergoes an approach of Plan, Implement, Monitor and Acquire to identify the cyber 
threats and lower down the risk. To summarize, the three models have their own aspects 
like ISO 27001 is more focused on security and guidelines of organization, whereas the 
NIST IT security policy model is focused more on the implementation of the approaches 
that reduce risk. The least one, i.e., COBIT is focused more on IT organizations that might 
lack from an education perspective. Although, the mixture of these three models can give 
rise to a variant which can assist in reducing the cybercrime happening in higher 
education institutions. This model can reduce the risk, implement the guidelines to 
recover the risk, and also will convert the institution into a well-known certified educational 
institution. 
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