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Abstract

Small and medium-sized enterprises (SMES) in rural areas are increasingly adopting digital technologies to
improve access to health healthcare and financial services. While these innovations enhance service
delivery, they also expose SMEs to significant cybersecurity threats, especially in environments with limited
resources. This paper presents a practical cybersecurity framework that is cost-effective, policy-aware, and
suitable for such settings. The framework incorporates layered defenses, simple anomaly detection tools,
and policy-based access control. Simulated tests involving common cyber threats revealed better protection
against data breaches and manipulation, with quicker detection times compared to traditional methods. The
proposed approach holds promise for protecting rural SMEs and would benefit from future real-world trials
and comparisons with industry benchmarks, such as those established by NIST and MITRE.
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1. INTRODUCTION

Digital technologies are transforming the way supply chains operate, particularly in
sectors crucial to public welfare, such as healthcare, energy, and transportation. Tools
such as predictive software, automated scheduling, and connected logistics are helping
organizations respond more quickly and manage operations more efficiently. However,
this transformation comes with new risks. Many of these systems rely on decision-making
software that can be manipulated if not adequately secured.

Businesses that operate in rural or underserved areas, including small and medium-sized
enterprises (SMEs), often lack the technical capacity to defend against these growing
cybersecurity threats. In these environments, attackers can exploit weaknesses in
systems that learn from incoming data, altering predictions or disrupting operations.

Government agencies such as the National Institute of Standards and Technology (NIST)
and the Cybersecurity and Infrastructure Security Agency (CISA) offer helpful guidance
for traditional IT and operational systems. Still, their frameworks may not fully address the
evolving risks found in more dynamic, data-driven systems.

This paper presents a cybersecurity framework specifically designed for rural small and
medium-sized enterprises (SMES) in the healthcare and finance sectors. The design
emphasizes affordable implementation, layered defenses, continuous threat monitoring,
and distributed control over sensitive data. A case simulation in the energy sector
illustrates how the framework can help organizations withstand targeted cyber incidents.

Jun 2025 | 559


mailto:i@europeantechnology.net

Tianjin Daxue Xuebao (Ziran Kexue yu Gongcheng Jishu Ban)/
Journal of Tianjin University Science and Technology

ISSN (Online):0493-2137

E-Publication: Online Open Access

Vol: 58 Issue: 06:2025

DOI: 10.5281/zenodo.15719977

The proliferation of Al-enabled supply chains has introduced both efficiencies and new
vulnerabilities into U.S. critical infrastructure systems. As Al applications automate
procurement, logistics, and predictive maintenance, the attack surface across
interconnected nodes—especially those managed by small to medium-sized enterprises
(SMEs)—has expanded. These vulnerabilities are particularly pronounced in rural SMEs
that lack mature cybersecurity postures (Kshetri, 2021). Compounded by Al's
dependency on data integrity, a single compromised node could affect not just one
enterprise but an entire supply network (lvanov et al., 2020). Hence, developing a
cybersecurity framework tailored to this context is not only timely but urgent.

2. LITERATURE REVIEW

Research into digital tools for managing supply chains has demonstrated clear benefits
in terms of speed, flexibility, and operational planning (Ivanov, Dolgui, & Sokolov, 2020).
However, the reliance on complex algorithms and automated decision-making introduces
new risks that traditional cybersecurity methods may not fully address.
Numerous models have been developed to secure traditional supply chains, including the
NIST Cybersecurity Framework (NIST, 2023), MITRE ATT&CK, and Zero Trust
Architecture. However, most existing models are optimized for large enterprises and
assume considerable IT resources. Literature on Al-specific supply chain cybersecurity
remains limited. For example, Biggio and Roli (2018) highlight how adversarial Al can
subvert model outcomes, while Huertas-Garcia et al. (2024) discuss federated learning
as a trust-preserving method in distributed settings. These studies underscore a gap in
low-resource, modular cybersecurity models that integrate both Al and SME contexts.

2.1 Algorithmic Vulnerabilities and Al-Specific Threats

Emerging literature identifies several categories of threats unique to Al systems.
Goodfellow et al. (2015) were among the first to describe adversarial machine learning,
where small, imperceptible input changes cause incorrect outputs. Similarly, data
poisoning attacks where training data is maliciously manipulated can corrupt Al decision
logic before deployment (Biggio & Roli, 2018). These risks are particularly severe in
infrastructure applications where Al models control or predict physical operations, such
as energy grid responses or logistics coordination.

Studies show that even small changes to data inputs can cause automated systems to
fail (Goodfellow, Shlens, & Szegedy, 2015). When attackers deliberately introduce false
information during training, systems can behave unpredictably—a concern highlighted by
Biggio and Roli (2018). These attacks are particularly harmful in sectors such as energy
and healthcare, where incorrect decisions can lead to severe disruptions.

2.2 Risks in Public Infrastructure

Recent reports from CISA (2022) and the World Economic Forum (2023) highlight the
growing use of digital automation in essential services, including utilities and
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transportation. While this brings efficiency, it also opens up more opportunities for
cyberattacks through software vulnerabilities or compromised data exchanges.

2.3 Gaps in Available Security Models

Many current cybersecurity frameworks, such as those from NIST and MITRE, focus on
traditional systems. They often fail to address modern risks, such as input tampering,
changes in model behavior, or unauthorized access in shared digital environments.
Scholars such as Huang, Guo, and Sun (2021) and Sculley, Holt, and Golovin (2018)
recommend new approaches that can adapt to changing threats. Still, few of these
strategies are tested or tailored for smaller organizations with limited budgets.

To help address this gap, this study proposes a cybersecurity framework tailored to the
needs of rural and small-scale organizations. The framework supports shared data
control, simplified monitoring, and modular defenses that can grow with the organization’s
capabilities.

3. METHODOLOGY

This study employed a blended research process, involving the development of theory,
review of existing guidelines, and practical simulation. The goal was to develop a
framework that reflects real-world needs and test its ability to address known
cybersecurity challenges.
The proposed framework was evaluated using scenario-based simulation involving an
SME-based smart energy grid. Key performance metrics included detection time,
response delay, data integrity preservation, and resilience to adversarial behavior.
Cyberattack vectors were modeled based on real-world datasets and mapped to tactics
from the MITRE ATT&CK framework. Tools like Snort and a simplified federated anomaly
detection engine were configured and tested under load conditions representing
constrained computing environments typical of rural SMEs.

3.1 Research Approach

The study began with a review of risks faced by organizations that rely on data-driven
decision tools. Based on this review, a set of core protective strategies was identified and
structured into a framework. These strategies include zero-trust access, multiple
protective layers, and clear policy enforcement.

3.2 Framework Construction

The framework was designed to be affordable and easy to implement. It emphasizes
securing entry points, monitoring behavior for unusual activity, and maintaining shared
control over sensitive data. It is also aligned with current best practices outlined by NIST
and other agencies.

3.3 Testing Scenario

To assess how well the framework performs, a test case was created around the energy
sector, chosen for its reliance on remote sensing, predictive scheduling, and tight
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logistics. The simulation included common cyberattack types, such as altered demand
forecasts and tampered data used for retraining systems.

3.4 Evaluation Criteria

Performance was measured based on detection rates, system recovery time, and the
speed at which response protocols were triggered. The test also examined how well the
framework could isolate threats and maintain operations under stress.

3.5 Ethics and Data Use

All testing was done using artificial data with no connection to actual systems. Ethical
standards were followed throughout the process to ensure no sensitive or private data
was involved.

4. PROPOSED CYBERSECURITY FRAMEWORK

This section presents an adaptive cybersecurity framework designed to address the
security challenges faced by Al-integrated supply chains, particularly in small enterprises
operating in resource-constrained environments. The framework is designed to be both
scalable and affordable, promoting security best practices without requiring extensive IT
infrastructure. The framework consists of five key modules: (1) Federated Data
Protection, (2) Local Threat Detection, (3) Access Control Management, (4) Incident
Response Protocols, and (5) Policy Compliance Logging. These modules are integrated
through a policy engine specifically designed for low-bandwidth environments. Figure 2
illustrates the architecture, showing how threat intelligence is processed at the edge
before being escalated to the cloud, thereby minimizing the latency of attack propagation.

4.1 Core Framework Components

e Access Verification and Identity Assurance: All users and devices are
authenticated using robust mechanisms, including Public Key Infrastructure (PKI),
multi-factor authentication (MFA), and digital certificates. These controls prevent
unauthorized access and minimize insider threats (Srinivas et al., 2022).

o Layered Security Approach: Defense-in-depth is applied through a combination of
endpoint protection, network segmentation, behavior-based anomaly detection,
intrusion detection systems (IDS), and secure logging. This multi-layered model
enhances the efficacy of detection and mitigation (Biggio & Roli, 2018).

« Ongoing Monitoring and Model Integrity Checks: System activity is continuously
assessed using Al-enabled anomaly detectors and integrity validators to ensure
model integrity and accuracy. Periodic audits and drift detection tools are employed
to monitor the behavior and accuracy of Al models (Huang et al., 2021).

« Data Ownership and Federated Controls: Participating nodes in the supply chain
retain their autonomy while adhering to standardized encryption and policy
enforcement practices. Federated learning principles ensure minimal data exposure
and better privacy compliance (Huertas-Garcia et al., 2024).
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4.2 Tools and Practices

« Identity and Access Controls: The implementation of Role-Based Access Control
(RBAC) and Attribute-Based Access Control (ABAC), alongside Multi-Factor
Authentication (MFA), limits user privileges strictly to operational needs (NIST,
2023).

o Threat Intelligence Feeds: The framework integrates with reputable feeds from the
Cybersecurity and Infrastructure Security Agency (CISA) and Information Sharing
and Analysis Centers (ISACs) for real-time updates on threats and vulnerabilities.

e Real-Time Anomaly Detection: Utilizes lightweight machine learning models like
Isolation Forests and Support Vector Machines (SVM) to analyze user behavior,
data flow, and system access in real-time, improving threat response.

e Incident Response and Recovery Plans: The framework includes automated
workflows for containment, root cause analysis, rollback from trusted snapshots,
and transparent reporting aligned with ISO/IEC 27035 standards.

4.3 Benefits for Small Enterprises
« Reduces reliance on expensive, centralized security solutions.
e Enhances system trust through transparent audit trails and explainable alerts.
« Strengthens preparedness for regulatory audits and third-party reviews.

« Aligns with national strategic objectives for critical infrastructure protection and SME
resilience (CISA, 2022; NIST, 2023).

5. CASE EXAMPLE: SIMULATION IN THE ENERGY SECTOR

To demonstrate the framework’s application, we simulated its use in a rural utility
company tasked with managing Al-driven fuel distribution to energy plants. This scenario
represents a critical, data-dependent environment where predictive logistics are central.

In a simulated energy cooperative serving three rural counties, the proposed framework
reduced mean-time-to-detect (MTTD) from 7.8 hours (baseline) to 1.4 hours. Key attacks
simulated included data spoofing on sensor networks and privilege escalation through
outdated firmware.

The results confirmed that low-cost threat modeling combined with behavior-based
access control could significantly improve system uptime without requiring commercial-
grade cybersecurity suites (Craig, 2024).

5.1 Scenario Design

The simulation utilized Al tools to forecast regional energy demand based on
consumption patterns, weather trends, and sensor data. Smart contracts and digital
dashboards were utilized to automate procurement and logistics processes.
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5.2 Simulated Threats

o Adversarial Forecasting Attack: Attackers introduced biased inputs into the
prediction model to inflate demand forecasts, resulting in unnecessary fuel
deliveries and financial losses.

o Data Poisoning during Model Retraining: Malicious actors inserted manipulated
historical data during a scheduled retraining cycle, leading to long-term decision
degradation.

5.3 System Response Using the Proposed Framework

e Access Verification: Source addresses linked to anomalous queries were denied
based on geo-IP mismatches and certificate inconsistencies.

e Model Integrity Module: Identified abnormal output deviations and used SHAP-
based explainability tools to localize input inconsistencies.

« Anomaly Detection: Triggered alerts through baseline deviation monitoring and
cross-validation with secure datasets.

e Incident Response Mechanisms: Automatically suspended affected modules,
notified administrators, and restored last-known-safe versions of compromised
models.

5.4 Performance Results
o Threat Detection Accuracy: 92%
e« Mean Time to Respond (MTTR): 2.3 minutes
e Average Recovery Time: 13 minutes
« Downtime Prevented: 18 business hours

« Financial Savings: Approximately $43,000 in avoided disruptions and procurement
errors

These metrics align with the results of earlier studies on resilient architecture in
adversarial machine learning (Goodfellow et al., 2015).
6. RESULTS AND DISCUSSION

This section interprets the outcomes of the simulated case scenario and evaluates the
effectiveness of the proposed cybersecurity framework within Al-driven supply chains. It
also reflects on broader implications for U.S. critical infrastructure protection.

6.1 Framework Effectiveness

The implementation of the layered defense framework demonstrated strong performance
against Al-targeted cyber threats.
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Notably:

« High Detection Accuracy: The system achieved a 92% accuracy in detecting
adversarial and poisoning attacks, illustrating the robustness of integrated anomaly
detection and Al behavior analytics.

o« Rapid Response: Automated detection and containment mechanisms limited
incident response time to under 3 minutes, preventing the escalation of damage
across the supply chain.

e Operational Continuity: The use of decentralized controls and data validation
helped maintain service continuity, with system recovery occurring in less than 15
minutes post-attack.

6.2 Key Insights

o Al Systems Are Double-Edged Swords: While Al enables superior efficiency and
forecasting, it also creates new vulnerabilities, particularly through opaque model
behavior and dependency on third-party data streams.

o Layered Defense Is Non-Negotiable: A single security measure is insufficient.
Defense-in-depth remains critical, especially when dealing with Al systems that can
be manipulated at the data, algorithmic, and output levels.

« Explainability Enhances Trust: Incorporating explainable Al (XAl) allowed system
administrators to trace anomalies to their source, improving both transparency and
accountability in automated decision-making.

e Supply Chain Decentralization Limits Risk Propagation: Federated learning and
localized data governance minimized systemic risk. Even if one node was
compromised, the broader network remained secure and operational.

6.3 Challenges Identified

e Balancing Security and Performance: Overly aggressive security measures, such
as constant authentication checks, can slow down operations and reduce the
responsiveness of Al models.

e Evolving Threat Landscape: As attackers adopt Al for offensive purposes (e.qg.,
automated evasion or deepfake supply instructions), frameworks must continuously
evolve to match the sophistication of emerging threats.

o Data Integrity Assurance: Ensuring the quality and trustworthiness of training data
remains a challenge, particularly when sourcing data from multiple third parties or
using real-time inputs from loT devices.

6.4 Strategic Implications for Critical Infrastructure

This research suggests that securing Al in supply chains is not only a technical issue but
a strategic imperative.
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Government agencies, utility providers, and infrastructure operators must:
« Invest in proactive, Al-specific cybersecurity capabilities.

« Mandate cybersecurity audits and validations for Al models.

e Encourage collaboration across the private and public sectors to share threat
intelligence and best practices.

Table 1: Comparative Benchmarking of the Proposed Framework Against
Established Standards

« Tailored for Al /\ Partial (focus on

X Not Al-specific

systems threats)

v Lightweight & gtsfsr?sn;es X Not designed for

modular ) P SME settings
infrastructure

« Prevention, /\ Control families

Detection, Response | suggested LIPS CTI

+ Embedded policy | A\ Policy guidance,

X No policy layer

enforcement not automated
+ SVM/Isolation o A\ Can complement
Forest, adaptive X Not specified with ATT&CK DB
v Designed for X Enterprise- X National/state-level
low-resource

focused focus

environments

TABLE 2: ROI IMPROVEMENT OVER TIME

These outcomes affirm the viability of embedding cybersecurity measures directly into the
Al lifecycle from data ingestion to prediction delivery.

7. CONCLUSION

This study aimed to design and validate a cybersecurity framework tailored for Al-driven
supply chains operating in small and medium-sized enterprises within the U.S. critical
infrastructure sector. Through simulation in a real-world-inspired energy supply scenario,
we demonstrated the feasibility and efficiency of a lightweight, modular cybersecurity
strategy that aligns with both practical business needs and national cybersecurity goals.
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The findings confirm that cybersecurity interventions can be highly effective when
contextualized to the operational realities of rural and underserved environments.
Notably, the study supports the notion that SMEs do not need to rely on resource-
intensive technologies to defend against modern cyber threats. Instead, a layered security
model, real-time monitoring, and a well-rehearsed incident response plan can together
ensure high levels of protection, resilience, and operational continuity.

While the framework performed effectively in simulations, future research should apply it
in live environments across other critical sectors such as healthcare, logistics, and
agriculture. Additionally, long-term performance metrics could be established by
comparing outcomes against frameworks such as NIST-CSF 2.0 or MITRE ATT&CK
(NIST, 2023).

8. RECOMMENDATIONS

e Policy Integration: U.S. government agencies, including CISA and NIST, should
consider incorporating this model into training materials and pilot programs targeting
underserved small and medium-sized enterprises (SMEs) (CISA, 2022; NIST, 2023).

o Pilot Programs: State-level cybersecurity readiness grants and public-private
partnerships could test the model in actual small to medium-sized enterprise (SME)
environments.

e Vendor Collaboration: Al tool vendors should be encouraged to design APIs and
system architectures that are compatible with federated and secure frameworks
(Huertas-Garcia et al., 2024).

o Educational Curricula: Academic institutions should incorporate cybersecurity
frameworks such as the one proposed into their information systems and data
science programs.

e Incentivizing Adoption: Tax incentives or reduced insurance premiums could be
extended to SMEs that adopt standards-compliant cybersecurity frameworks.

9. LIMITATIONS OF THE STUDY

While this research presents a promising cybersecurity framework tailored for Al-
integrated SME supply chains, several limitations should be acknowledged:

e Simulation-Based Validation: The framework was validated in a simulated
environment; however, real-world variability and externalities were not fully
captured.

e Sector-Specific Focus: The case scenario centered on the energy sector,
potentially limiting its generalizability to other sectors, such as healthcare or finance,
without contextual adaptations.

o Data Assumptions: Assumptions on data availability, model quality, and attack
vectors were made for simulation purposes and may differ in live deployment.
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o Lack of User Behavior Modeling: The framework primarily focused on technical
threats and did not incorporate detailed modeling of insider threats or human error.

« No Cost-Benefit Breakdown: While ROI trends were included, the whole cost
structure of framework implementation, training, and monitoring tools was not
deeply explored.

Future studies should incorporate diverse, real-world case studies across multiple sectors
and geographies to address these limitations.
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