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Abstract

This systematic literature review pull out the understanding of large language models (LLMs) by thoroughly
examining hallucination situations, including the types, causes, and reduce approaches to enhance LLM
usefulness in natural language processing (NLP). Electronic databases (Web of Science, IEEE Xplore,
Open Review, Google Scholar) were queried by a comprehensive search, generating 1136 records. Of
these, 27 met the inclusion criteria and were included. A meta-aggregative approach was used to analyze
and synthesize the articles. The research questions formed significant themes for organizing the findings
and results section. LLM's ordinary taxonomy includes fact hallucination, honesty hallucination, lack of
alignment, conflict in ideas, nonsensical hallucination, random hallucination, object hallucination, and
intrinsic and external hallucination. Hallucination causes were training data issues, model limitation/
overfitting, limited context window/ knowledge cutoff, and nuanced language understanding. Effective
mitigative approaches were domain-specific fine-tuning, prompting, model reprogramming, and grounding.

Keywords: Atrtificial Intelligence, Generative Al, Hallucination, Large Language Model, LLMs, Fine-Tuning,
Overfitting, Object Hallucination, Prompting, Grounding.

1. INTRODUCTION

Large language models (LLMs) represent a major advancement in artificial intelligence
and natural language processing (NLP). GPT-4,and GPT-3 (Brown, 2020), PaLM (Anil et
al., 2023), LLaMA and LLaMA2 (Touvron et al., 2023) demonstrate high-performance
levels in understanding, generation, summary, and prediction of the content, and their
performance has been improved in NLP tasks (Wang et al., 2019). LLMs can generate
fluent and realistic answers using pre-training in the context of supervised fine-tuning and
reinforcement learning (Onoe et al., 2022) (Zhao et al., 2023).

However, LLMs also generate untruthful, illogical, fabricated, and unfaithful outputs
(Zheng et al., 2023; Jones & Steinhardt, 2022). This hallucination phenomenon (Lee et
al., 2023; Yu et al., 2023) reduces reliability. Hallucination appears as intrinsic or extrinsic
(Yu et al., 2023), faithful hallucination from contextual, instructional, or logical
inconsistencies (Huang et al., 2023), and “silver lining” or “factual mirage” errors (Rawte
et al., 2023).
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Its causes include poor-quality, biased, outdated, or misleading data, and training issues
such as heuristic data collection, imperfect representation learning, innate divergence,
exposure bias, error imperceptibility, erroneous decoding, and parametric knowledge bias
(Lee et al., 2023). Architectural limitations, attention mechanisms, RLHF (Ouyang et al.,
2022), black-box model behavior (Lin et al., 2023), vague knowledge boundaries,
insufficient context, sampling randomness, and softmax bottlenecks (Chang & McCallum,
2022; Dhingra et al., 2018) also contribute. Mitigation approaches like benchmark
methods (Li et al., 2023), factual-centered metrics, retrieval-based techniques, and
prompting for reasoning and self-verification (Shuster et al., 2021) remain underexplored.

This review examines hallucination types, causes, and mitigation strategies, identifies and
categorizes hallucinations, analyzes contributing mechanisms, and compares existing
techniques. It addresses what types of hallucinations appear in LLMs, what factors cause
them, and what approaches mitigate them. The study aims to improve LLM reliability and
applicability by offering a systematic framework for understanding and addressing LLM
hallucinations.The Hallucination Cascade Model sequences these factors as triggers
(data-level biases) amplifying through training (overfitting) to inference (stochasticity),
revealing propagations like modality gaps cascading across tasks.

1.1 Background

Large language models (LLMs), primarily characterized by the potential to execute
complex tasks such as understanding, generating, summarizing, and predicting novel
content, have marked a promising milestone in artificial intelligence, particularly in natural
language processing (NPL). For instance, GPT-4, GPT-3 (Brown, 2020) PaLM (Anil et
al., 2023), LLaMA (Touvron et al., 2023), and LLaMA2 models exhibit significant efficiency
improvements on various NPL tasks (Wang et al., 2019). With appropriate alignments,
such as pre-training on massive text corpora preceding supervised fine-tuning and
reinforcement learning (Onoe et al., 2022), the LLMs are programmed to understand the
natural language and generate fluent and realistic responses following human
interactions (Zhao et al., 2023). Despite their plausible capabilities and success, the LLMs
occasionally produce untruthful content with illogical, false, fabricated texts(Zheng et al.,
2023) or unfaithful output responses (Jones & Steinhardt, 2022). This phenomenon is
referred to as hallucination (Lee, et al., 2023; Yu, et al., 2023), known to undermine LLMs'
reliability and applicability.

1.2 Problem Statement

The devastating phenomena demands comprehensiveness in LLM hallucination
guantifying (by type and causes) and identifying appropriate mitigative strategies.
However, the latter remains a challenge because hallucination is, by default, a
composition set of phenomena (Lee, et al., 2023). Hallucinations are conventionally
classified as intrinsic or extrinsic (Yu, et al., 2023). Huang et al. (2023) mention faithful
hallucination, which accounts for LLMs' user cases through contextual, instructional, and
logical inconsistencies. Rawte et al. (2023) perceptively classify hallucination into “silver
lining and “factual mirage” based on the erroneous outputs of factual input.
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On LLM hallucination causes, data issues such as poor quality, bias, misinformation, and
outdated knowledge are critical. Lee, et al. (2023) also mentioned heuristic data
collection, imperfect representation learning or massive data training, innate divergence,
exposure bias, imperceptibility of errors, erroneous decoding, and parametric knowledge
bias as confounders. In the training phase, architectural and strategic deficiencies could
hamper proper model learning, causing inconsistency (Ranzato et al., 2015). Attention
mechanisms, including the RLHF process (Ouyang et al., 2022), black-box LLMs property
(Lin et al., 2023), and the vague knowledge boundary, also limit hallucination detection.
At the inference level, insufficient context attention sampling randomness causes LLM
hallucination and softmax bottleneck (Chang & McCallum, 2022; Dhingra et al., 2018).
Among the mitigative approach options, scholars enlisted benchmark methods (Li et al.,
2023), factual-centered metrics, retrieval-based methods, and prompting the model to
reason and verify their answers, which also have potential hallucination mitigators
(Shuster et al., 2021).

1.3 Objectives

This review aims to offer a comprehensive, structured understanding of LLMs'
hallucinations, particularly the types, causes, and mitigation approaches, to bolster large
language model applicability in natural language processing (NPL) and the larger artificial
intelligence field. Therefore, the specific study objectives included identifying and
categorizing different types of hallucinations experienced in LLMs, analyzing the
underlying causes and mechanisms leading to hallucination in LLMs, and summarizing
and comparing existing techniques and strategies for addressing hallucinations in LLMs.

Research Questions

1) What are the common types of hallucination observed in large language models?
2) What are the factors contributing to hallucination in LLMs?

3) What approaches have been proposed to mitigate hallucination in LLMs?

2. METHODS

This present study adopted the Preferred Reporting Items for Systematic Reviews and
Meta-analyses (PRISMA) frameworks and the SLR methodology outlined by Kitchenham
et al. (2009), a rule-driven comprehensive approach to find and analyze prior knowledge
on a topic of interest through a rigorous and transparent method of identifying, evaluating,
and interpreting facts and findings from the available research (Brereton et al., 2007).

2.1Search Strategy

After delineating our research questions, various search engines and databases (Web of
Science, Google Scholar, IEEE Xplore, and OpenReview) were consulted to produce
relevant articles. The search included the following search terms and keywords: large
language model (LLMs), generative pre-trained transformer (GPT), large vision-language
models (LVLM), hallucination, LLM types/taxonomy, LLM causes/factors, and mitigation.
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2.2Eligibility Criteria

After articles were retrieved from the databases, a relevance assessment ensued based
on the study’s inclusion and exclusion criteria. Studies were included if they were peer-
reviewed, including academic journals, surveys, conferences, and papers; discussed
LLM hallucinations, contextualized type or classification, causes/ problems aligned to
LLM hallucination, and or mitigation strategies/approaches/ with or without frameworks;
and published English language papers between 2020 and 2024; and with full-time
access.

Otherwise, studies were excluded if they were non-peer-reviewed articles, opinion
papers, grey literature, irrelevant articles, including book chapters and editorials or
duplicates, and non-English language articles.

2.3 Data Extraction and Management

Two authors independently screened the titles and abstracts of 20% of the retrieved
articles to test and refine the preset eligibility criteria. Following a joint discussion of the
screened records, the first reviewer screened the rest of the studies. All the eligible
studies were retrieved after full-text screening and pooled for data abstraction. The two
reviewers independently extracted data into a self-designed extraction form.

They then iteratively discussed the extracted data, discussing any anomalies and
inconsistencies to a consensus. The following data were collected: author and publication
year, type of study, the taxonomy of LLM, task categories, factors or issues likely to cause
hallucination, and any mitigating ideas, including methods or approaches. In the
extraction form, issues and factors related to hallucination, and mitigation methods, the
contents were purely verbatim results from each of the studies included in the review.

2.4 Analysis & Synthesis

Data analysis and synthesis were done following a meta-aggregative approach. Based
on the information fields collected, preliminary categories were developed and refined
iteratively based on the research questions.

Due to constraints in conducting a quality appraisal for the included studies, a hybrid
approach was opted. Descriptive reporting on study procedures was done to distinguish
records that passed through quality control (peer-reviewed articles) from other articles.
Findings were then critically evaluated during reporting to appraise the validity and
comprehensiveness of their information.

3. RESULTS & SYNTHESIS

3.1 Description of Studies/Search Results

The search process yielded 1136 articles. After removing duplicates, 756 records were
screened in the title and abstract. Unsuitable articles were then eliminated, leaving only
156 for full-text assessment. The final result included only 27 records in the dataset in full
compliance with the inclusion criteria. The search process result is illustrated in Figure 1.
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Figure 1: PRISMA Flow Diagram

The included studies were published between 2021 and 2024, reporting various LLM
hallucination phenomena. Three major themes in the dataset aligned with the intended
research questions during the literature analysis. These themes were used to structure
the reporting and synthesis of this review. The main themes included common types or
taxonomy of LLM hallucinations, causes or factors contributing to LLM hallucinations, and
mitigation frameworks and approaches to LLMs. A detailed summary of information
collected from the included studies is reported in Tables 1 and 2.

3.2 Common Types (Taxonomy) of Large Language Model Hallucinations

The main LLM task applications reported included task summarization, machine
translation, multilingual sequence-to-sequence, knowledge-grounded dialogue
generation, and question-and-answer tasks, which formed the central classification of
LLM hallucinations in this review, as shown in Table 1.

Within the machine translation, the study noted trustworthy hallucination, possibly
induced by text perturbations (e.g., spelling or capital errors). Natural hallucination was
also identified under corpus-level noise, with subtypes including detached and oscillatory
outputs (Raunak et al., 2021). Dale et al. (2023) alludes to full and partial hallucinations,
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which occur at the sentence and word levels. Machine translation tasks also exhibited
largely fluent types of hallucinations (Guerreiro et al., 2022), premediated by off-target,
over-generated, or failed translation prompts. For questions and answers,
comprehension hallucination, specificity, inference, and factuality hallucinations were
notable (Wang, 2023), possibly due to the imperfect responses by LLMs resulting from
flawed external knowledge, reasoning instructions, or knowledge recall cues. Studies also
pointed to reasoning hallucinations and memory-based hallucinations, which were
consequences of the external knowledge of the model and memorized content without
reliable, accurate, and accessible knowledge sources (Umapathi et al., 2023). Lin et al.
(2021) added imitative falsehood and factorial errors, a type of hallucination emanating
from scaling up models (Cheng et al.,, 2023; Lin et al., 2021). This taxonomy also
withessed semantic equivalence, intrinsic ambiguity, symbolic equivalence, incomplete
enumeration and granularity discrepancies (Adlakha et al.,, 2023). These arise when
LLMs cannot avoid answering even when provided with irrelevant data and instead
proceed to provide incomplete and plausible answers. Object hallucination is common in
guestion and answering tasks in large language models (Li et al., 2023).

Regarding dialogue system tasks, uncooperativeness (Dziri, Rashkin, et al., 2022),
generic or historic corrupted contents, and attributable and general hallucinations were
notable(Das et al., 2022). Arguably, studies perceive dialogue LLM as unobtrusive
imitators simulating the data distributional properties rather than generating faithful output
content. The former can well be described as unfaithful hallucinations. Reiterating the
history-corrupted contents, Das et al. 2023) further mentioned extrinsic and intrinsic or
repetitive hallucinations. In the knowledge graph, chatbots Mihindukulasooriya et al.
(2023) reported that subject hallucination, object hallucination, and relation hallucination
are inherent based on the fidelity of the knowledge source of the models. Yu et al. (2023)
attributed to knowledge hallucination, which is usually realized during knowledge creation.

Nevertheless, for task summarization and reasoning (text and visuals), a common
hallucination is faithfulness hallucination, which is the source data document's lack of
faithfulness. This could be in the form of intrinsic hallucination, which corrupts or distorts
the information in the document, and extrinsic hallucination, which adds more non-
attributable information to the content source document (Qiu et al., 2023). Cao et al.
(2021) identified factual and non-factual hallucinations, which are subtypes of extrinsic
hallucinations. Factuality hallucination (Jha et al., 2023) is another common type, with
subtypes including factual inconsistency (Tam et al., 2022), judgment or description
hallucination (Liu et al., 2024), fine-grained object hallucination (Wang et al., 2024), and
object hallucination (Zhou et al., 2023).

In the final taxon, the cross-model or multi-lingual systems allude to scenarios where the
LVLM generates object descriptions that are not present in the target image (Wang et al.,
2024), causing fine-grained or object hallucination (Wang et al., 2023). Pfeiffer et al.
(2023) also reckon source language hallucination, realized when the multi-lingual
sequence-to-sequence models are performing poorly due to the increasing inconsistency
in generating correct text.
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Table 1: Hallucination Taxonomy (classification) & Types

(DOHA).

Research Method LLMs models Task Category | Hallucination types/ sub-types
: Neural  Machine | Machine Under. 'perturbatlon, Natural
Source perturbation . ) hallucination (detached and
Translation (NMT) | translation ;
oscilary).
. Full hallucination, Partial
Introdl_Jce pathology Unspecified Machl'n.e hallucination, Word-level
detection Transition e
hallucination
ConS|derat|on. of COMET-QE. Mach|.n_e Oscillatory .hall_ucmauon, Largely
natural scenario Transition fluent hallucination
Evaluate source | MBERT, X-Mod, | Multilingual .
e Source language hallucination
language hallucination mT5. Seg2seq
Medical benchmark Med- et EVIEl, Question and | Reasoning hallucination, Memory-
GPT-3.5, LlaMa-2, R
HALT Answer based hallucination
MPT, and Falcon.
Manual  analysis ChatGPT/ GPT-4 Question  and Compre_hensuon, Factuglne_ss,
responses Answer Specificity, Inference Hallucination
Cause imitative | GPT-3, GPT- | Question and Imitative falsehood
falsehoods Neo/J, GPT-2 Answer
Semantic equivalence, Intrinsic
Evaluate retrieval | Flan-T5, Question  and | ambiguity, Granularity
augmented QA GPT-3.5, GPT-3.5 | Answer discrepancies, Enumeration,
Satisfactory Subset
mPLUG-Owl,
Caption hallucination | MultiModal-GPT, | Visual Question Obiect hallucination
assessment MiniGPT-4, Answer )
LLaVA,
Analvze entitv-level fact Extrinsic-Soft/Hard/ Grouped,
yze entity GPT2-KG Dialog System Intrinsic-Soft/ Hard/Repetitive,
hallucination .
History Corrupted
o GPT2 o :
Hallucination-free . . Hallucination, Generic,
benchmark FaithDial RIACOEIE, e (Dl EY ShEm Uncooperativeness

Knowledge-grounded

T5, GPT2, DoHA,

Fully attributable, Not attributable,

interaction  benchmark | and Dialog System :
Begin CTRL-DIALOG EEETIE
Generate summaries | BLOOM, GPT Summarization . . .
" Factually inconsistent summaries
from given models and OPT System
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Label factual entities | K-Nearest Summarization Non-h_alluqnated, Faciual
S : hallucination, Non-factual
from summarizations Neighbors (KNN) | System S — S
hallucination, Intrinsic hallucination
In a cross-lingual Summarization Inifste mellemztion
9 MAD-X (unfaithfulness), Extrinsic
transfer setting System S
hallucination
Ontology-driven KGC Knowledge- . L .
benchmark Wikidata, DBpedia | based text SUb]e?t _haIIuc_|nat|on, .relgtlon
. hallucination, object hallucination
Text2KGBench generation
Evaluate knowledge- Gl (208) Ene Knowledge-
. . - GPT-3.5-turbo, T
creating ability given GPT-J and based text | Knowledge hallucination
known facts BLOOM. generation
Crltlcal. review I GLM-130B  and | Question  and | Imitative falsehoods and factual
extensive  experiments ;
ChatGPT Answering errors
on models
Text
C”t'(.:al review with case ChatGPT summanzatu_)n Factually inaccurate hallucination
studies and questions
and answering
Open-domain .
Critical review MiniGPT-4. vision-language Judge_mgnt haIIuc[nat!on.
Description hallucination
task
. L Visual . . . o
Critical reviewing ChatGPT N Fine-grained object hallucination
summarization

3.3Causes/Factors Contributing to LLM Hallucinations

This review identified causes or factors leading to LLM hallucinations in distinct domains
based on data source factors, factors from model alignment and vision encoder sources,
and architecture-related LLM factors (Table 2).

Concerning data-related factors, studies attribute model training data quality issues to the
model’s efficiency and performance. For example, data bias exhibited by the distribution
imbalance of training data causes hallucinations. Data bias can also be revealed via data
homogeneity, hindering the model’s ability to understand texts or visual information for
accurate execution (Liu et al., 2024). Lin et al. (2021) corroborates that training data on
false answers led to imitative falsehood. Zhang et al. (2023) further connotes knowledge
recall, memorization, data issues, and premeditated factuality hallucination. Annotation
irrelevance is also a significant factor. This is where LLMs synthesize a large amount of
instruction data from primary source documents, but due to model unreliability, annotation
irrelevance surfaces (Liu et al., 2024). Adlakha et al. (2023) summarized that inaccurate
judgment of knowledge relevance causes semantic hallucinations and intrinsic ambiguity.
In relation to model alignment and vision encoder factors, the vision encoder includes
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limited visual resolutions and fine-grained visual semantics. Wang et al. (2024) connote
that object inconsistency with the target image in the description attributes object
hallucination. High image resolution arguably enhances the accuracy of visual encoders
in object recognition. Thus, limiting visual LVLM resolution while handling a more
comprehensive range of images is a possible cause of fine-grain and object
hallucinations.

Nonetheless, hallucinations caused by modality alignment tend to be catalyzed by the
LVLM connection module, for instance, which connects the module project’s visual
features into the word embedding space of the model. Thus, model misalignment could
be a critical confounder for hallucination. Zhou et al. (2023) respectively assert that object
hallucination is a consequence of non-existing object imaging, possibly due to modality
misalignment, as earlier connoted by Wang et al. Wang et al. (2024). For the architecture-
related factors, insufficient context attention, capability misalignment based mainly on the
model’s inherent capabilities, and stochastic sample decoding that introduces
randomness into decoding are hallucination-related factors. Insufficient context attention,
for example, occurs when the LLM focuses only on particular or partial information during
text decoding. In accordance, Jha et al. (2023) sentiments that lack of real-world
knowledge is a strong factor for factuality hallucinations. Similar observations are the
nexus for data training issues premediating general hallucination (Li et al., 2023) generic
hallucination (Dziri, Kamalloo, et al., 2022).

3.4 Mitigative Approaches to LLMs Hallucinations

The inherent complexity and training processes of the LLMs mean that hallucinations are
almost inevitable. Due to this, there has been a rapid shift from trying to eliminate them
to effectively mitigating their impact and frequencies. Hence, strategies have been
proposed and implemented, ranging from technical solutions in the model training phase
to procedural safeguarding of the implementation at the deployment and use phase, as
detailed in Table 2.

At the foundational stages of the use and product design case, the product design and
user integration approaches have been vital, focusing on configuring the models to
diminish hallucination risks intrinsically. Fine-tuning, for example, an approach involving
transforming the general-purpose model into a specialized LLM model, is considered a
top priority. According to Wang et al. (2024), fine-tuning, particularly fine-grained probing,
immensely minimized hallucination risks in fine-grained objects. During the deployment
and implementation stages, prompt engineering and meta-prompt design are alluded to
as effective in mitigating hallucination risks. Accordingly, the nuanced practice of prompt
engineering, or construction of meta-prompts, which involves transforming the input text
data based on the specific module templates and restructuring the tasks into formats that
fully utilize the pre-trained language models, could be crucial for optimizing LLM
functionality and performance. Jha et al. (2023) reiterates the effectiveness of iterative
prompting to alleviate factually inaccurate hallucinations. Literature also recognized the
zero-shot, one-shot, and few-shot approaches, where the models are enabled to predict
unseen classes without necessarily being trained on these contents (Pfeiffer et al., 2023).
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Nevertheless, reprogramming or adversarial reprogramming, which involves modifying
the model inputs to enable the application of new tasks, could also be an ideal mitigation
method. Zhou et al. (2023) resonate to a reconstructive description of the LLM model to
alleviate hallucinations. On the same note, retrieval augmented generation (RAG), an
architectural approach to incorporating specific context or data into the LLMs to provide
an accurate and domain-specific response, is also a valuable mitigation strategy. A more
refined concept in RAG is the LLM grounding, which enhanced the separation of the query
logic from linguistics for boosted debugging (Es et al., 2023). Also, data management and
continuous improvement approaches could be the cornerstones to effectively mitigating
hallucination. These approaches ensure meticulous model data management and the
continuous improvement of the LLMs. Cumulatively, included studies suggest scaling up
(Liu et al., 2024), confidence versus uncertainty measures (Lin et al., 2023), knowledge
alignment (Zhang et al., 2023), knowledge presentation harmonization (Li et al., 2023),
constructive learning, and standard log probability (Dale et al., 2023; Sun et al., 2023) as
effective approaches to this cause.

Table 2: Hallucination Sources & Mitigation Approaches

Hallucination | Mitigation approaches
. Tasks/ .
Article Type Applications Causes/ (Frameworks & Conclusions
PP Sources Methods)
Reconstructing less | LURE was effective in
Visual Descriptions hallucinatory general object
Surve o with non- | descriptions, the LURE | hallucination
y and reasonin existing image | model was proposed to | evaluation metrics,
9 objects post-hoc rectify object | GPT, and human
hallucination. evaluations
Knowledge- - . Unified . 'knowledge PLUG generalizes well
ded Limited topics | presentation: The study diff
Survey grounde covered in the | proposed a PLUG model across ifterent
dialogue inina d for h zina diff knowledge-grounded
eneration training data. or harmonizing different dialogue tasks
9 knowledge sources
Contents Knowl_edge al_|gnment:
NI contradiction SEEANZE - LBl G Knowledge alignment
grounded X . MixAlign benchmark, vedg 9
Survey dialogue with previous | i produces high- crucially enhances
; texts, content ; model performance.
generation misalignment quality user-centered
g ’ clarifications.
Confidence Vs Semantic  dispersion
. ; measures enhance
Questions & | Content uncertainty measures . .
Survey . . . . reliably to predict the
Answering divergence applying selective natural uality of LLM
language generation q
responses.
Text Lacking real- . . . .
o Iterative prompting | lterative prompting
summarization | world ; .
Survey and questions | knowledae and (counterexample-guided | architecture can
d ; . g abstraction refinement) | formally detect errors in
and answering | inaccurate
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training data/ LLM responses
responses. automatically.
Scaling up vision
Open-domain | Annotation resolution, perceptual Post-processing or
Survey vision-language i_rrellevan.ce, enhancgment, output editing via an
task limited-visual, connection module additional module or

database, enabling them
to act as a natural
language layer between
a user and textual
databases.

summarization | and resolution. | enhancement, alignment | operations.
training optimization
. . . ReCaption effectively
Non-existing Flne-Tunlng. _Captlon reduces fine-grained
. . . . Rewrites/fine-grained .
Experimental | Visual objective image . object LVLM
- - - probing-based S
Survey summarization | in  the input . hallucination and
. evaluation method. .
image ReCaption improves  generated
text quality.
Prompting (one-shot gnd mmT5 raises the rate
- Representation ez using of generating text in the
. Multilingual ; . - mmT5, a modular
Experimental drift during fine- i correct language,
Seq2seq . multilingual sequence-to- e
tuning alleviating the source
sequence S
language hallucination.
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4. DISCUSSION
4.1 Main Types

Based on the findings, factuality hallucination is among the most commonly observed in
LLMs, with subtypes including factual inaccuracies, inconsistencies, and fabrication
(Zhang et al., 2024). Factual inaccuracy occurs when the models generate misleading or
incorrect information, such as inaccurate historical texts or inconsistent scientific facts.
Factual contradiction, on the other hand, manifests when the LLMs generate fabricated
or fictional content and falsely present it as factual.

Faithfulness hallucination is also popular, presented through instruction, context, or
logical inconsistency (Xu et al., 2024). It mainly happens when the model produces texts
or contents that could be more consistent or unfaithful to its source data. Instruction
inconsistency occurs when the model ignores specific user instructions.

Similarly, context inconsistency arises when the model output includes data not presented
in the source context or contradicts the provided context (Benrimoh et al., 2019). Logical
inconsistency also happens when the output of the LLM model contains logical errors.
Nonsensical responses are another common type of LLM hallucination that occurs when
the model generates irrelevant responses or texts in the input prompt (Liu et al., 2024),
usually due to a limited understanding of the context or loss of the logical conversation
thread.

Nevertheless, LLMs are also prone to generating hallucinations in the form of random or
irrelevant responses that are not pertinent to the input or desired content output. Within
the domains of vision-language generation, object hallucination is the primary,
encompassing visual, auditory, olfactory, tactile gustatory, and general somatic
hallucinations. These hallucinations can alternatively be classified as intrinsic or extrinsic
hallucinations.

4.2 Contributing Factors

From the findings, this study extrapolates some of the common causes or factors of large
language hallucinations. Broadly, insufficient or biased training data limits the quality and
diversity of data used to train large language models, leading to hallucinations (Huang et
al., 2023). By default, the large language models require comprehensive and diverse
datasets to learn accurate and consistent language presentations. Insufficient data
exposes the model to a lack of valuable information for generating consistent and
accurate outputs.

Nevertheless, if there are inaccuracies, misinformation, inadequacy, and biases in the
training data, the LLM model tends to learn and perpetuate the biases and inaccuracies,
causing hallucinations. Training data issues can also include noise, inconsistencies,
errors, and irrelevant information, which mediates factuality hallucination (Yu et al., 2024).
Model limitation, or overfitting, refers to when the LLM is highly accurate with the
information it was initially trained on but struggles with new datasets (Yin et al., 2023).
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In most cases, LLMs are trained to generalize based on the training data and,
consequently, to handle new contexts sufficiently. Mostly common in the inference stage
of LLM development, model limitation can also happen due to inherent randomness in
the data source sampling and decoding.

Studies also allude to limited context window or prompt engineering as a hallucination
factor. This occurs when the model is designed or trained to simultaneously consider a
particular word(tokens) volume (Liu et al., 2023). This leads to misunderstanding and
omission of critical information when the model is tasked with larger documents. When
prompted, the model generates responses based on a partial understanding of the
context. For nuanced language understanding, the large language model struggles to
interpret subtleties of human language, such as cultural references and sarcasm,
consequently generating irrelevant or outdated information in pertinent times when
nuance is crucial for understanding the LLM prompt.

4.3 Mitigating Strategies

Mitigating LLM hallucinations still poses a significant threat due to their increasing
worldwide adoption. The findings of this study highlight but are not limited to domain-
specific fine-tuning, prompting, and model reprogramming as potential mitigative
approaches. Training data issues have been a concern in the model pre-training and
training phase; hence, improving training data quality and diversity is deemed ideal to
minimize hallucination (Tonmoy et al., 2024). Curating the training datasets to make them
balanced, comprehensive, and representative of wide topic ranges and perspectives can
reduce the chances of LLMs learning inaccurate or biased language patterns (Amatriain,
2024). In prompting, particularly one-shot and few/zero-shot, demonstrations restrict the
model’s output behavior to a specific response length. The one-shot prompting, for
instance, involves framing the prompt to a single instruction or sentence to limit model
responses to minimize hallucination risks. Contrarily, the few-shot prompting prompts the
model to use a series of instructions or contextual examples to build the model output
context so that the model generates anticipated or desired responses.

Findings also reiterate the significance of fine-tuning, which involves teaching the model
new knowledge while retaining its existing capabilities. Scholars corroborate that domain-
specific fine-tuning shapes the LLM'’s responses, preventing it from hallucinating in the
form of plausible reactions (Zheng et al., 2024). Another highlighted strategy is the RAG
(Lewis et al., 2020), which involves appending the prompt with embeddings generated
from the domain-specific knowledge dataset to allow additional context while generating
output text for downstream tasks.

Comprehensively, RAG includes domain knowledge augmentation (grounding) and
domain tool augmentation (Ling et al., 2023). Grounding broadly is the comprehensive
understanding of concepts, patterns, and facts unique to a specific subject area and
domain. The domain tool augmentation, on similar accounts, integrates or supplements
the LLM's responses with external information to expand its capabilities to handle more
tasks (Li et al., 2024).
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5. CONCLUSION

This systematic literature review explores the burgeoning phenomenon of large language
model hallucinations. As exhibited, LLMs have immense potential to transform the
language domains by providing sophisticated tools for parsing large datasets that
enhance natural language processing tasks. However, this journey is impeded by
hallucination, a phenomenon that compromises LLM performance. This review has
analyzed and summarized the types, causes, and mitigative approaches of LLM
hallucinations in varied task levels. Despite the immense contribution to the LLM field,
this study was not short of a limitation. The failure to perform a quality assessment for the
included articles was a significant exception. This was due to the nature of the studies,
which could not inform a standardized quality appraisal metric. Lack of quality
assessment means that quality issues such as missing data, biases, and risks, among
others, cannot be established for comparison. Even so, there were significant implications
for future research. For instance, fine-tuning, advancement, knowledge transfer, and
meta-learning present a crucial future avenue to make large language models highly
adaptable with accuracy and precision. Such future development holds the potential to
enhance model efficacy in the rapidly changing environment invaluably. On scaling up,
the future of large language models will likely experience an inevitable shift towards
integrated multimodal or multilingual information sources.
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